s i
i‘{:a hod ?t,iéi Supreme National Defense University Quarterly Journal of Defense Logistics and Technology

https://amfad.sndu.ac.ir E-ISSN: 2980-8073

Vol. 8, Special Issue, Issue. 28, Winter 2025 Received: 2024/05/05 Accepted: 2024/06/01

Research paper

Achievements of Conducting Cyber
Exercises: A Case Study of the United States'
Cyber Storm Exercise

Farhad Ghatei Dargahi

Master's Specialist in Strategic Defense Studies, Imam Hossein University; Researcher at the
Faculty of Command and Management, VVelayat University, IRGC (DAFOS), Tehran, Iran

Email: alialavi200020@gmail.com

Hossein Falakinia

Instructor, Faculty of Command and Management, Velayat University, IRGC (DAFOS), Imam
Hossein University, Tehran, Iran

Email: h-falakiniya@ihu.ac.ir

Abstract

In light of the increasing frequency of cyber-attacks and intrusions in recent years targeting
critical infrastructures and vital centers, one of the measures taken in recent years by
relevant authorities to defend against and prevent such attacks is the implementation of
cyber exercises. The main objective of this research is to identify the achievements derived
from conducting cyber exercises, using the United States' Cyber Storm exercise as a case
study. This study adopts an exploratory approach, utilizing inductive methods and content
analysis with a coding technique. The publicly available experiences of the U.S. Department
of Homeland Security were qualitatively analyzed. After the process of open coding and
axial coding, 12 key achievements of conducting cyber exercises were identified. Based on
this analysis, the major achievement identified was "clarification of roles and
responsibilities, and the improvement of processes for integrating and coordinating
responses to cyber incidents," with 25 related sub-achievements. Other significant findings
include: "the establishment of numerous public and private communications among
stakeholders through platforms for information sharing," and "assessment of resources and
capabilities for responding to cyber incidents," with 23 related achievements; "collaboration
across the public and private sectors," with 21 items; "evaluation of a comprehensive range
of policies, doctrines, and communication methods for cyber response,” and "assessment of
the performance of the National Cybersecurity and Communications Integration Center,"
with 17 items. These were identified as the primary achievements of conducting cyber
exercises
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1. National Cyber Response Coordination Group (NCRCG)
2. Interagency Incident Management Group (IIMG)
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. National Cyber Response Coordination Group (NCRCG)
2. Interagency Incident Management Group (1IMG)
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. Standard Operating Procedures (SOPs)
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1. Exercise Control (ExCon)
2. U.S. Secret Service (USSS)
3. The National Cyber Incident Response Plan (NCIRP)
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1. Domain Name System (DNS)
2. Certificate Authorities
3. National Cybersecurity and Communications Integration Center (NCCIC)
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. State, Local, Tribal and Territorial (SLTT)
2. Tabletop exercise (TTX)
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1. Information Technology (IT)
2. Healthcare and Public Health (HPH)
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. Domain Name System (DNS)

. Internet Protocol (IP)

. Public Key Infrastructure (PKI)

. Information Sharing and Analysis Centers (ISAC)

. Information Sharing and Analysis Organizations (ISAQ)
. Attack Vectors
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1. Cybersecurity and Infrastructure Security Agency (CISA)
2. Exercise Control (ExCon)
3. U.S. Secret Service (USSS)
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1. Planning Team
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1. The IC Security Coordination Center (IC SCC)
2. Internet of Things (loT)
3. Operational Technology (OT)
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1. After Action Questionnaire (AAQ)
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1. Unified Coordination Group (UCG)

2. Cyber Response Group (CRG)

3. Multi-State Information Sharing and Analysis Center (MSISAC)
4. International Watch and Warning Network (IWWN)
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1. Industrial Control Systems (ICS)
2. Operational Technology (OT)
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Industrial Control Systems (ICS)

Operational Technology (OT)

Unified Coordination Group (UCG)

The National Cyber Incident Response Plan (NCIRP)
The IC Security Coordination Center (IC SCC)
https://ttx.epa.gov/IceStormY.html

International Watch and Warning Network (IWWN)
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