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Abstract

Internet malware has significantly increased its penetration capability and destructive potential
through the use of distributed algorithms and computations. Among various types of malware, botnets
are currently considered one of the most serious threats to Internet users worldwide. In a botnet
architecture, the botmaster compromises vulnerable hosts and remotely controls them to launch a
variety of large-scale attacks, including Distributed Denial of Service (DDoS) attacks, spam
dissemination, identity theft, and other malicious activities against target victims. Botnets are resistant
to detection mechanisms for several reasons, including traffic encryption, the use of standard
communication protocols, and continuous code updates. Furthermore, most existing detection
approaches identify botnets only during the final stages or attack phase. Early detection and
identification of botnet traffic flows during the initial stages of botnet formation can playan important
role in preventing the final attack phase and reducing the impact of botnet-related cybercriminal
activities on cyber services. This paper proposes a novel architecture and algorithm for detecting
botnets in the early stages of botnet network formation through the identification and adaptation of
botnet traffic characteristics. To achieve this goal, network flows are first classified using the
Levenshtein algorithm, and then anomalies in Command-and-Control (C&C) channel traffic are
detected through analysis and matching with the composite indicators of botnet traffic flows. The
proposed algorithm was evaluated under two scenarios in a real network environment and compared
with existing botnet detection methods. The experimental results, including high detection rates of
botnet traffic flows (92.60% in the first scenario and 90.57% in the second scenario) as well as 100%
detection of infected systems within the network, demonstrate the effectiveness of the proposed
algorithm in detecting botnet networks.
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