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Abstract

In recent decades, with the widespread adoption of the internet, many companies have
sought to transform their traditional business models into electronic business models in order
to achieve greater competitive advantage in today’s highly dynamic and complex
environment. This study aims to examine the vulnerabilities of electronic businesses under
crisis conditions in order to improve business outcomes. In terms of purpose, the research is
developmental; in nature, it is applied; and in methodology, it adopts a mixed-methods
approach. Initially, using an exploratory method, the dimensions and vulnerabilities of
electronic businesses were identified, and subsequently, their priorities were determined
through cross-impact matrix analysis. Data were collected through library studies, field
research, and survey methods using a systematic approach. The participants consisted of
managers and experts working in electronic businesses in Tehran. A sample of 20
individuals was selected through purposive snowball sampling, and semi-structured
interviews were conducted with them. Based on the theoretical literature, 25 vulnerabilities
were identified and categorized into 8 factors; in total, 33 initial vulnerabilities were
extracted. Through a two-round Delphi method, 21 vulnerabilities with above-average
scores were selected. To analyze the collected data, cross-impact matrix analysis was
performed using MICMAC software. The analysis matrix consisted of 21 variables and
reached a filling rate of 79.82% after two iterations. The results of indirect effects analysis
indicate that the dispersion level of vulnerabilities in electronic businesses under crisis
conditions represents a nearly stable system. Accordingly, the most influential driving
factors include weaknesses in internet infrastructure, insufficient resources for technology
development, disruptions during purchasing processes, weaknesses in banking
infrastructure, low internet speed, and deficiencies in communication and postal
infrastructures.
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