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Abstract

In recent years, various cyber attacks and hostile actions have been carried out
against infrastructures and critical facilities that are, in one way or another,
dependent on cyberspace. The main objective of this study is to examine the
extent to which key structural factors influence the process of enhancing cyber
exercises. Using library-based and field data collection methods, and drawing
on the published experiences of the United States Department of Homeland
Security and the European Union Agency for Cybersecurity, a total of 20
influential factors were identified. In addition, a questionnaire was developed
and distributed among a statistical sample of 29 respondents. The validity and
reliability of the research instrument were confirmed after the removal of one
item, with a Cronbach’s alpha coefficient of 0.86. Based on the results and
findings, and in response to the main research question, the Friedman test
results indicate that the factor of “agility of command staffs in executing
exercise operations,” with a mean score of 2.14, ranked first; “‘exercise training
guidelines and manuals,” with a mean score of 2.03, ranked second; and
“continuous monitoring and evaluation of changes in the exercise process,”
with a mean score of 1.93, ranked third among the structural factors affecting
the enhancement of cyber exercises.
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1. Computer Emergency Response Team(CERT)

2. Distributed Denial-of-Service (DDoS) Attack

3. Information Technology(IT)

4. Supervisory Control and Data Acquisition(SCADA)

5. Three Dimentional Model of Structure- Content-Context
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1. U.S. Department of Homeland Security (DHS)
2. Cyber Storm
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. Domain Name System (DNS)

Certificate Authorities (CA)

. Border Gateway Protocol (BGP)
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Unified Coordination Group (UCG)

Cyber Response Group (CRG)

Multi-State Information Sharing and Analysis Center (MSISAC)
International Watch and Warning Network (IWWN)
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. Unified Coordination Group (UCG)
. The National Cyber Incident Response Plan (NCIRP)
. International Watch and Warning Network (IWWN)

®,
o

0
o

X3

o

>




WA A b # ol b, st bl Welse e

(s d3az2llS S1il & Slelbl ¢ 55 5 sl (S5l 3 50 ol o
s S A4St
b das o ) o b ool OBASES S5 w0 oS bt (gpsbn sl
3 Ollyls s o5 1 ast il S w olsle IS STy
Gty 5 Seim sl OBIul (ases el OBl ol
250 Sl
by o Saoa 5 eddgiluand w5 plarl gladla, o il S 4
boe & 55 S pleal dsl> S e Sl 5 e SIS ¢l
Eob sl sl Sl Ll slaal e sl b e 05 50k
25 ool p A8 e sltly
Lie sl d s 5 b i U ol ools o3l saises b slacdgs 4
Gl Sl 4 STy Glacmler o2 1 Glaty bl L
S g 2
ol mbe il Mgyl asll gomle ol S5 by, X
Srobe GOl o 4 &S Sl S5 plids 3 (6 mle el Sl (g5leans
Dol s gl ) alacee B sl pl st e bs
3 edemn OB sS el boablle Gl pemes 5 mle Sl wB iy
das o A0 S e glaaad s
Sl Ghls 53 o SIS 5 AUl 55 st &S Lol ol ol
OLalid )8 law g5 5 ol s S ol (S5 dly slasliy s, 51 a8 ol Colder
ol ol sl it 5 Sl plo sl albane 5 obssl 6 mle Sl
SN @l 2 Ll JBS IS 5 6l pdllanil (S0l w s S e s sbe
e 0 pend Lol 6l (s S Hsms 53 a8 Ll aslosl slacs Sl 5l
Lol apslosl a3 (6 mle ol Sobel gl ilesy asobosle 5 slaxds

1. The European Union Agency for Cybersecurity (ENISA)
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. Cyber Stress Test
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