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Abstract

The lack of regulation of artificial intelligence may lead to the emergence of cyber power
based on the intentions and behavior of non-state actors and exacerbate the legal vacuum in
this domain. Under such circumstances, the assurance of the effective application of
artificial intelligence technology across all elements of national power is confronted with
security and accountability concerns, resulting in negative consequences. Therefore, the
present study aims to develop a conceptual model for the application of artificial intelligence
governance. Accordingly, this research is applied-developmental in terms of its objective
and qualitative in terms of its approach, and was conducted using the meta-synthesis
method. The statistical population of the study comprises articles published between 2020
and 2024 on artificial intelligence, artificial intelligence governance, cyber power, and the
enhancement of cyber power. By searching major domestic and international scientific
databases, the authors selected 71 articles from among 376 articles. Based on the seven-
stage meta-synthesis method, the extracted categories and concepts were identified in the
form of 14 components (automation and efficiency, cognitive skills, prediction, decision-
making, offensive, defensive, and security capabilities, reliability, explainability,
accountability, mechanisms, processes, social norms, ethical orientation, and regulation)
and 4 dimensions (functional factors with an approach to enhancing cyber power, systemic
factors, organizational factors, and environmental and extra-organizational factors).
Subsequently, the classifications were subjected to quality assessment and validation by
consulting the expert community, which resulted in establishing the validity of the final
research output. Consequently, by applying such components, it is possible to develop a
model of ethical and responsible operators and utilization while minimizing the risks
associated with the use of artificial intelligence and employing it to achieve cyber power.
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