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Abstract

In the current era, defense organizations face numerous challenges in the field of
signal intelligence, one of the solutions to which is the adoption of emerging
technologies, particularly artificial intelligence. This research has endeavored to
innovatively analyze the most practical emerging technologies in this domain from
a cybersecurity perspective. The study follows an applied-development approach
with a qualitative descriptive methodology. For data collection, a systematic
literature review approach was employed, followed by snowball sampling to
conduct semi-structured interviews with ten experts who were experienced officials
in the field of signal intelligence until theoretical saturation was achieved. Finally,
through thematic analysis, an indigenous research model was designed. The
findings indicate that the most practical technologies in signal intelligence are
artificial intelligence/machine learning, cloud computing, quantum computing,
natural language processing, robotics, and 5G. Additionally, the most critical
cybersecurity requirements encompass four layers: hardware security, software
security, information security, and communication security against cyber
vulnerabilities and threats. The details of each of these categories are elaborated in
the paper.
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