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Abstract

The National Information Network (SHAMA) affords numerous advantages, including
enhanced domestic access speeds, accelerated and simplified content and service delivery,
reduced costs, the pervasive implementation of e-government, network autonomy from the
internet under crisis conditions, and the effective management of security threats at both
individual and national levels. Realizing these benefits necessitates the assurance of security
and service continuity within this network. Concurrently, securing the cyberspace domain
to safeguard virtual assets and protect national interests is a fundamental component of the
nation's national security architecture and a paramount concern of the sovereign authority.
Security within SHAMA constitutes a prerequisite for the network's efficacy and the
bedrock for ensuring enduring stability in the nation's cyberspace. The principal objective
of this article is to propose strategies for augmenting the security of SHAMA. This
investigation is applied in purpose and descriptive-analytical in nature and method of data
collection. Initially, an environmental analysis was conducted to identify strengths,
weaknesses, opportunities, and threats, and through the application of the SWOT method,
offensive, defensive, competitive, and conservative strategies were formulated.
Subsequently, utilizing a researcher-designed questionnaire, the proposed strategies were
evaluated by the statistical population, and the strategies were prioritized employing the
TOPSIS technique. The findings of this research indicate that the implementation of security
requirements within SHAMA will enhance its resilience against cyber crises, including
internet disconnection, virtual embargoes, cyberattacks, espionage, and information
disclosure, thereby playing a pivotal and prominent role in securing the nation's cyberspace.

Keywords: National Information Network (SHAMA), Cybersecurity, National
Security, TOPSIS Technique.
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1. TOPSIS: Technique of Preference by Similarity to Ideal Solution
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