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Abstract

Macro-security trends indicate that the nature of wars will undergo major changes in the
coming years and decades. In 2020, NATO designated five war domains for members of
this military alliance, and recently a new domain was added to these domains, called
“cognitive warfare.” On the other hand, with the advancement of the arms industry and the
increasing cost of military confrontation for various countries, countries’ interests in using
cyberattacks, social influence operations, and cognitive warfare have increased. The present
study is of an applied and developmental nature in terms of purpose, descriptive and review
in terms of nature, and mixed research (quantitative and qualitative) in terms of data type.
Using the content analysis method, a cognitive vulnerability model with a cyber defense
approach has been presented. In order to examine the validity of the presented model, in the
first step, the analyzed themes were examined, and after necessary amendments, the expert
feedback method was used. The results and initial framework were presented to a total of
16 experts and professors in this field. To examine the reliability of the questionnaire,
Cronbach's alpha was calculated using SPSS software, and the number 0.842 indicates the
appropriate reliability of the questionnaire. Also, considering the use of the Likert scaleto
answer the questions and converting it into a quantitative score, the result and average score
of the experts' responses to the general questions section was 4.14 out of 5, which indicates
the appropriate validity of the presented model. The final model presented in the field of
cybercognitive vulnerability includes 7 main dimensions and 43 components and is
presented in 2 solar and layered forms at the end of the research.
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