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Abstract

Background and Objective: Adversarial perception operations employing generative artificial
intelligence and social media platforms, as an advanced dimension of hybrid and cognitive warfare,
pose a significant postmodern threat to the fundamental beliefs, organizational loyalty, and ideological
cohesion of the Armed Forces of the Islamic Republic of Iran. The present studyaimed to identifyand
develop indigenous cultural-security protection strategies for addressing this emerging threat.
Methods: The study employed the systematic grounded theory approach of Strauss and Corbin with
the participation of 22 senior military and academic experts. Purposive sampling followed by
theoretical sampling continued until theoretical saturation was reached. Data were collected through
in-depth semi-structured interviews and analyzed through open, axial, and selective coding. Findings:
The analysis resulted in a paradigmatic model comprising six main categories and 18 selective codes.
The core phenomenon, defined as “adversarial perception operations targeting the minds and attitudes
of armed forces personnel,” emerges within the digital environment under causal conditions including
the intensification of deepfake technologies, personalized fabricated content, and the erosion of
security-related social capital. Three overarching strategies were identified in order of priority:
preventive awareness-building and cognitive inoculation, intelligent protection and proactive
monitoring, and strengthening security-related social capital and organizational-ideological
allegiance. Fifteen specific strategies were also identified and prioritized, with training in deepfake
detection and operational simulation of adversarial tactics receiving the highest priority. Conclusion:
The implementation of these strategies can strengthen the cognitive resilience of armed forces
personnel, enhance active deterrence, and improve protection against emerging forms of perception
warfare. The proposed framework provides an indigenous paradigmatic model for cultural-security
protection against threats associated with generative artificial intelligence.

Keywords: Perception Operations; Cultural-Security Protection; Cognitive Inoculation;
Generative Atrtificial Intelligence; Preventive Awareness-Building
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