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1-Convergence
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1-Askin, Irmaka and Avsevera

2-Senft

3-Open Systems Interconnection (OSI)
4 -Haig
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1-Cyber Warfare

2 -Initiator

3-Hybrid Warfare

4-The Cyberspace Operations (CO)

5 -Offensive Cyberspace Operations (OCO)
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1-Defensive Cyberspace Operations (DCO)

2-DOD Information Network (DODIN) Operations
3-Cyberspace Actions

4-Cyberspace Attack

5-Cyberspace Defense

6-Intelligence, Surveillance and Reconnaissance (ISR)
7-perational Preparation of the Environment (OPE)
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1-Electromagnetic Spectrum Operations (EMSO)
2-Spectrum Management Operations (SMO)
3-Spectrum Management (SM)

4-Policy

5-Frequency Assignment (FA)

6-Host Nation Coordination (HNS)
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1-Electronic warfare (EW)
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1-Electronic Attack (EA)

2-Fires

3-Electronic Protection (EP)
4-Electronic Warfare Support (ES)
5-Electronic Attack (EA)
6-Electronic Protection (EP)
7-Electronic Warfare Support (ES)
8-Deny
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1-Disrupt
2-Destroy
3-Degrade
4-Deceive
5-Cyberspace Electromagnetic Activities (CEMA)

6-United States Army Field Manuals

7-Cyber Electromagnetic Activities (CEMA)

8-Army Cyberspace and Electronic Warfare Operations
9-UK Ministry of Defence

10-Joint Doctrine Note 1/18 (JDN 1/18)

11-Cyber and Electromagnetic Activities
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1-The Development, Concepts and Doctrine Centre (DCDC)
2-The CEMA Vision
3-The synchronisation and coordination
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1-Inform activities
2-Enabling activities
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1-High speed Anti-Radiation Missile (HARM)
2-Orchard Operation

3-Das

4-Pomerleau

5-Cyber Electromagnetic Team (CEM)
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1-Brigade = X

2-Division = XX

3-Corps = XXX

4-Cyber Effects Request Form (CERF)
5-Regional Cyber Center (RCC)
6-Regional/Operational

7-United States Cyber Command (USCC)
8-National/Strategic

9-Cyber Mission Force (CMF)
10-Remote Access

11-Cyber Tactical Mission team
12-Close Access
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1-R. Porche
2-Meta-Synthesis
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1-SANDELOWSKI and BARROSO
2-Electronic Jamming
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1-Electromagnetic Compatibility
2-Electromagnetic Hardening

3-Emission Control

4-Internal Defensive Measures

5-DCO Response actions

6-Electronics Security

7-Signal Intelligence (SIGINT)
8-Electronic Intelligence (ELINT)
9-Communication Intelligence (COMINT)
10-Image Intelligence (IMINT)

11-Threat Warning

12-Direction Finding

13-Position/Point Finding

14-Cyberspace Security

15-Cyberspace Intelligence
16-Surveillance

17-Reconnaissance

18-Operational Preparation of the Environment (OPE)



+ WA Sler oS 5 o osbod o S e ol aallas OV F

s SUgran 5 b Ll 5 slais Sl mle S 5 S S K slaes >

Sl 5 aaslols dagg 5l ¢ Sl =)

aaol 3 5 lalusl =Y

lasly 5 Las S,I5 -

Slaolslo 5 ule Ko 5 SOl K ol Kan Corpo STl 5 4l oy ol
:w\emﬁj;_é\,ua\y&gé\ﬁwfiﬂ&%

Sl 5 Sl mlie T b Glasla st 3 ($hs0 e 5 2l 53len

b s 5 L gl LB sl

RPN MR g A BT

Sl abe ol gbadlosle 55 6 mle Sir 5 Koy S Ko ol Kan G Sl

th,.@ bt s LG Olesle Jlstle 55500

SSU s 5o 035 SO 3 S Sl slad s sl X

Aoy Akl b o S 2ie Slles 5 S3op b ¥

Slac kb L ol 5 Lasilebn o olaws (sl S nie Sl oo 523 ¥
SesAS s sl S5

35 5 Ao

Sl Sl S I Ko s (6 pmle S glaes s ol Son colid JUis 0 dlie ol
55 o) Ol 5 alis oy s 4S 3l QLIS iassy sbaanl g el claolesla s O
slaolslo s LaoT alie bs gladaly 5 O puman 5 1l 2T 5 5 g5k 3 055
«leMbl 5 SlbL ) glagosbd @b i s ol sl as e 53 o ol Ses o allaS
5SS K o SKes amh 53 5 0dd Sl on w0 mle glad 5 bliney oSl il
555 b e S

| gl sLinl 5 dndr glac b (g pule S 5SS S0 S o Ko (izmes
il Shees s SLA ('jt“‘ (obosle sl 53 (5550, 5 Ji\}!zl(,.a Lls5 oo 5 03 503 sl
DA al b psliie o) Sas b das (L1815 5 dons 3 1y SIS s 35 es sl Olaa
53 S Sl Gl slaml (sl aled 3 4 lSG Olasla bl o3 51 Sl

W}J}-U &&bfﬁ»&&w QWﬁdﬁ)CJb‘V%UC]“"de‘).) LgLAQK:



NV O ol slaoleslu s oF gl Sl 5 g mle Kir 5 Ko S0 K o) Sen #

=S P slac B L Sldd 5 il 4 plaws ) S mie Slides slaps LSS
e olad 53 S Ko s puler shid Slkas ol Kon ol S50 5 6 ,ule
Ll $o5 2 B sl lhes

5O 5 Sl K 5 S K o Son Lo O350 8 4 4 g L Ol
R ke b 55l s Dbl i s 5 5508 ol glaca pels s O el
5 FLI Glaes s pie s 53 e (pl &S 350 o0 slgiln (o cpl 3 S
Ol s o bl asies cpl 3 8 e ek ol 55,8 515 558 ARl
335 oo Sty S slatasn Sln S st bl

0355 s (slas 3 S Sl Slasllad (53l (551

Glaos s> an a5 b phos Slas s o5 GLOS L3 S S0l slassly Skl



WA Sler oS 5 o osbod o e gl aallas OYIA

&b

G;JWJ:JI_““',/‘;JJ/}"_;:XAU 4;_,{//‘?/}5 (YA0) Ol g« Shya Jis @

P CL%: S LSls S8 Ay Il o]

DOD Dictionary of Military and Associated Terms, 2018, available at
www.jcs.mil/Portals/36/Documents/Doctrine/pubs/dictionary.pdf

Isaac R. Porche IlI, Christopher Paul, Chad C. Serena, Colin P. Clarke, Erin-
Elizabeth Johnson, Drew Herrick, 2017, Tactical Cyber: Building a Strategy
for Cyber Support to Corps and Below, available at
https://www.rand.org/content/dam/rand/pubs/research_reports/ RR1600/
RR1600/RAND_RR1600.pdf

James B. Godwin I, Andrey Kulpin, Karl Frederick Rauscher and Valery
Yaschenko, 2014, Russia-U.S. Bilateral on Cybersecurity:  Critical
Terminology Foundations 2, available at www.ewi.infO

Joint Doctrine Note 1/18, Cyber and Electromagnetic Activities, UK Ministry
of Defence, 2018, available at:
http://defenceintranet.diif.r.mil.uk/Organisations/Orgs/JFC/Organisations/Or
gs/DCDC

MAJ Michael Senft, Convergence of Cyberspace Operations and Electronic
Warfare Effects, 2016, available at
http://cyberdefensereview.army.mil/DesktopModules
/ArticleCS/Print.aspx?Portalld=6&Moduleld=1233&Article=1136055

Mark Pomerleau Cyber, Electronic Warfare Integration, Critical for Future
Army  Ops, 2016, available at https://www.c4isrnet.com/show-
reporter/ausa/2016/10/06/cyber-electronic-warfare-integration-critical-for-
future-army-ops/

Osman Askin,a, Riza Irmaka, Mustafa Avsevera,2015, Cyber Warfare and
Electronic Warfare: Integration in the operational environment of the future,
available at: http://proceedings.spiedigitallibrary.org

Roger N. McDermott, Russia's Electronic Warfare Capabilities to 2025,
Challenging NATO in the Electromagnetic Spectrum, September 2017,
Tallinn, Estonia info@icds.ee, www.icds.ee

Sandelowski M. Barros J. Handbook for synthesizing qualitative research,
Springer publishing company Inc; 2007. Available at:
https://epdf.tips/handbook-for-synthesizing-qualitative-research.html

Subhasis Das, Electronic Warfare: Emerging Trends in Technology, 2017,
Auvailable at: http://www.indiandefencereview.com/news/electronic-warfare-
emerging-trends-in-technology/

U. S. Army, 2012, JP 3-13.1: Electronic Warfare Electronic, available at
https://info.publicintelligence.net/JCS-EW.pdf

U. S. Army, 2014, FM 6-02: SIGNAL SUPPORT TO OPERATIONS,
available at https://fas.org/irp/doddir/army/fm6-02.pdf

U. S. Army, 2015, JP 6-0: Joint Communications System, available at
https://fas.org/irp/doddir/dod/jp6_0.pdf


../../Asus/Desktop/f/www.jcs.mil/Portals/36/Documents/Doctrine/pubs/dictionary.pdf
https://www.rand.org/content/dam/rand/pubs/research_reports/%20RR1600/%20RR1600/RAND_RR1600.pdf
https://www.rand.org/content/dam/rand/pubs/research_reports/%20RR1600/%20RR1600/RAND_RR1600.pdf
http://cyberdefensereview.army.mil/DesktopModules
https://www.defensenews.com/author/mark-pomerleau
https://www.c4isrnet.com/show-reporter/ausa/2016/10/06/cyber-electronic-warfare-integration-critical-for-future-army-ops/
https://www.c4isrnet.com/show-reporter/ausa/2016/10/06/cyber-electronic-warfare-integration-critical-for-future-army-ops/
https://www.c4isrnet.com/show-reporter/ausa/2016/10/06/cyber-electronic-warfare-integration-critical-for-future-army-ops/
http://www.icds.ee/
https://info.publicintelligence.net/JCS-EW.pdf
https://fas.org/irp/doddir/army/fm6-02.pdf
https://fas.org/irp/doddir/dod/jp6_0.pdf

N D ol slaolesle s oF gl Sl 5 g mle Sir 5 Sou S K o) Sen #

e U. S. Army, 2017, FM 3-12: Cyberspace and Electronic Warfare Operations,
available at the Army Publishing Directorate site (http://www.apd.army.mil),
and the Central Army Registry site
(https://atiam.train.army.mil/catalog/dashboard)

o U.S. Army, 2017, Army Doctrine Reference Publication No. 3-0 (ADRP 3-
0), Operations, available at the Army Publishing Directorate site
(http://www.apd.army.mil), and the Central Army Registry site
(https://atiam.train.army.mil/catalog/dashboard)

e U. S. Army, 2018, JP 3-12: Cyberspace Operations, available at
https://fas.org/irp/doddir/dod/jp3_12.pdf

e Zsolt Haig, Electronic Warfare In Cyberspace, 2015, National University of

Public Service, Budapest, Hungary, Available at:
https://www.researchgate.net/publication/288871386


https://atiam.train.army.mil/catalog/dashboard
http://www.apd.army.mil/
https://fas.org/irp/doddir/dod/jp3_12.pdf
../../Asus/Desktop/هم/profile/Zsolt_Haig
https://www.researchgate.net/publication/288871386_ELECTRONIC_WARFARE_IN_CYBERSPACE

