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1. Data Breaches

2. Insider Threat

3. Damage/Theft

4. Information Leakage

5. Cryptojacking. Cryptomining
6. Ransoware
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1. The Forum of Incident Response and Security Teams (FIRST)
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1. The International Organization for Standardization (1SO)

2. The Internet Governance Forum (IGF)

3. National Infrastructure Protection Plan (NIPP)

4. Agence nationale de la sécurité des systemes d'information (ANSSI)
5. Trusted Information Sharing Network
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1. European Action Plan on Critical Information Infrastructure Protection
2. European Forum for Member States (EFMS)

3. European Public. Private Partnership for Resilience (EP3R)

4. European Information Sharing and Alert System (EISAS)

5. European Union Agency for Network and Information Security (ENISA)
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1. Global Cybersecurity Index(GCl)
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1. Leading Authorities

2. Relevants Framework

3. Management Structures

4. Roles and Responsibilites

5. Obligations and Requirements for Operators of ClI
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1. Policy

2. Leading Authorities

3. Identifying government agencies

4. Bilateral and Multilateral Co. operation at regional and global levels
5. Capability Building

6. Impose Measures in case of Major Crices
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1. Data Use and Reciprocal Support Agreement (DURSA)
2. Information Governance Statement of Compliance (IGSoC)

3. National Infrastructure Protection Plan (NIPP)

4. Korean CIIP
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1. Network and Information Security (NIS)

2. Enhancing national competence in IT security by experts and trusted IT services and
security products(German NIIP)

3. Australian Cyber Security Operation Center

4. Mandatory Security Measures(ENISA2016)
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1. German IT Security ACT

2. ANSSI FR.

3. Incident Management Systems

4. Report Major IT Security Incidents

5. Incident handling and Incident Notification
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